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Co je Frame Relay?

* F.R. je najpouzivanejSia WAN
technoldgia vo svete

= POGvodne myslena ako nahrada X.25
protokolu (data cez analog. tel. linky)
jednoduchsim a rychlejSim protokolom

= Definuje rozhranie medzi
pouzivatelom a verejnou sieto

mracnom), tzv. UNI
= Definuje zapuzdrenie ramcov medzi /
DTE a DCE S —

how the local loop Frame Relay does not
specify how the frame

= Nedefinuje prenos ramcov v ramci
WAN provider siete

(FR

DTE




FR vlastnostli

= FR je paketova technoldgia
= Zalozena na Packet switching prepinani
= PAvodne planovana ako datoveé rozSirenie ISDN
= Velkost ramcov do 4096 bajtov, typicky 1600B

Pracuje na ISO OSI L2

Vyzaduje bezporuchovost prenosovych liniek

m Ziavdny mechanizmus riadenia chyb ramcov pri prenose (retransmisia
poskodenych pri prenose)

= Detekcia chyb a opravy su ponechané na protokoly vysSich vrstiev (TCP)
= Neobsahuje mechanizmus riadenia toku
= Obsahuje mechanizmus riadenia zahltenia siete (drop)

Je spojovo orientovana
= Medzi pouzivatelmi prepojenymi FR existuje virtualne spojenie
= Max teoreticky je 1024 na linku
Ponuka rychlosti od 64 kbps do priblizne 45 Mbps
= Bandwidth je pridefovany podla poziadavky (Statisticky MUX)
= Typicky zaujem zakaznikov je 1Mbps or 2Mbps
NajCastejSie nasadenie
= Bursty prevadzka
= Prepojenie odlahlych LAN, pristup do Internetu a pod.



Frame Relay WAN

PC

Terminal
DTE

Frame Relay Frame Relay does not
specifies how specify how frames move
data moves between DCEs across the
between the 1 WAN.
DTE and DCE
over local \ 4 e
loops. ) A Frame Relay File Server
WAN is a mesh of
switches
interconnected by
trunk lines. | DTE

Frame Relay poskytuje:
e pristup do siete
 doruCenie ramcov v poradi,

«zabezpecCenie chybovosti ramcov Cyclic Redundancy Check



FR — prepojenie — Virtual Connection

= Prepojenie zadkaznikov = |dentifikator VC
= Virtualne okruhy (logické spojenie) = DLCI - Digital Line Connection Identifier
= PVC — Permanent Virtual Circuit = Len lokalny vyznam medzi dvomi FR
= SVC - Switched Virtual Circuit zariadeniami
IR NRRGAL ST PATATRANSTER. . pri PVC prideleny providerom

Incoming | Outgoing

Int |DLCI1] Int |DLCI
0 101 2 40
2 40 0 101

Incoming | Outgoing
Int |DLCI| Int |DLCI
0 40 3 | 610
3 610 0 40

To A: DLCI 610

A >
/ N\

Incoming | Outgoing Incoming | Outgoing
Int [DLCI] Int |DLCI Int |DLCI] Int |DLCI
0 101 2 40 0 40 3 610




FR — prepojenie zakaznikov - VC
= Multiplexovanie PVC cez pristupovu linku

= Zdielanie rieSené cez statisticky multiplex

= QOdliSenie PVC cez DLCI

To A: DLCI 200
To B: DLCI 201

Incoming | Outgoing
Int |[DLCI| Int |DLCI
0 35 1 432

To A: DLCI 610
To C: DLCI 611

To B: DLCI 101
To C: DLCI 102

Incoming | Outgoing Incoming | Outgoing
Int [DLCI] Int |DLCI Int |[DLCI| Int |DLCI
0 101 2 40 0 40 2 333

0 102 1 35




FR ramec

Flag Address Information FCS | Flag
DLCI CR| EA DLCI FECNBBECN| DE | EA
8 7 6 5 4 3 2 1 7 6 5 4 3 2 1

octet

Flag — 01111110

= Znacka zaciatku a konca ramca (1 byte: 01111110)

Address: 2B
= DLCI - 10-bit DLCI
* C/R - command/respond

= E/A - Extended Address indicator

= 1“vramci nie je dalSi adresny oktet

* FR méze mat az 4 adresné oktety

= Riadenie zahltenia

= FECN: Forward Explicit Congestion Notification

= BECN: Backward Explicit Congestion Notification

= DE - Discard Eligibility
Information: data

FCS
= Frame Check Sum, CRC, 2B

octet
Dva druhy ramcov

= Cisco: hlavicka 4B
= |[ETF: hlavicka 2B



FR topologie

Star (Hub Star (Hub
and Spoke) and Spoke)




Sposoby poskytnutia FR pristupu

= Viaceré spOsoby realizacie pripojenia a
spoplatnenia
= Access rate or port speed

= Provider poskytne pristupovu linku (prenajaty okruh) do POP,
ktorej kapacita je dedikovana zakaznikovi na pripojenie k FR

: T%/})icky 56 kb/s, T1 (1.536 Mb/s), or Fractional T1 (ndsobok 56
kb/s or 64 kb/s).

= Port speeds ma nastaveny clock na strane providera
= Platba za linku podla rychlosti, rychlejSie = drahsie

= PVC s Committed Information Rate (CIR)
= Vhodné pri Multiplexacii (prepojenie viac pobocCiek)

= Zakaznik si dohodne parametre pre kazdy PVC s providerom,
ktoré budu dodrzované

= Prenajata pristupova linka, musi byt rychlejsia aby dokazala
obsluzit’ vSetky PVC pri multiplexovani

= Priklad: ak multiplexujeme 15 64 kbps PVCs, rychlost linky musi byt
960kbps (T1)



FR Oversubscription

= Oversubscription

*Provider preda Casto vacsiu kapacitu ako
fyzicka rychlost linky

= Malokedy pri data komunikacii idu vSetci
zakaznici naplno v rovhakom Case



Parametre PVC

= Garantované parametre priepustnosti
= CIR: Committed Information Rate
= Garantovana rychlost, pocCita sa cez T,
= B.: Committed Burst Size
= max. poCet bitov prenesenych pocas jednotky ¢asu Tc (v ramci CIR)
= B.=T.* CIR
= RozSirené parametre priepustnosti
= Umoznuje zakaznikovi preniest’ urCité mnozstvo dat v SpiCke navyse
nad CIR negarantovane

= EIR: Extended (Excess) Information Rate or Committed Burst
Information Rate (CBIR
= Maximalna priepustnost’ dostupna zakaznikovi, CIR plus Be .

= Typicky je EIR nastavena na rychlost rozhrania.

= B.: Extended (Excess) Burst Size

= max. pocet bitov nad Bc, ktoré je siet schopna preniest v danom Tc,
takéto ramce su oznacené DE (Discard Eliglible)

= CI?é\mce takto oznacené siet prenesie ak ma kapacitu, ak nema okamzite ich
ropne

= B.=T.* EIR
= Ramce nad CIR plus BE su hned dropnuté

= T.: Measurement Interval



64 kb/s

48 kb/s

32 kb/s

Frames have DE bit set

e | —

N

Transmission

&

0 kb/s

N,

FlY

> BE (16 kb/s)

> CBIR (16 kb/s)

> CIR (32 kbls)




Riadenie toku a zahltenia

= FR nema explicitné metody riadenia toku
= FR siet pouzivatela len informuje o zahlteni v sieti (Congestion Avoidance)

= Riadenie zahltenia
= FR prepinaCe dropnu pakety zo zahltenych zasobnikov

= |Informacia o zahlteni cez hlavicku:

= FECN

= Forward Explicit Congestion Notification

= Informacia prijimatelovi toku, aby informoval komunikacného partnera
(odosielatela), aby znizil mnozstvo generovanych dat.

= BECN

= Backward Explicit Congestion Notification

= BECN bit je nastaveny za uCelom informovania stanice aby znizila mnozstvo
generovanych dat

To A: DLCI 610

Transmission direction -




Frame Relay (v porovnani s prenajatymi
okruhmi)

" Pre firmy s viac poboCkami ponuka
vyhody
=Jednoduchost
= Jednoduchost technoldgie, konfiguracie
= Flexibilita

= \Vacsia priepustnost, spolahlivost ako prenajaté
okruhy

=Cena

= Menej zariadeni, jednoduchsSia implementacia,
menej zlozity, platba len za CIR nie za celu linku



Frame Relay (v porovnani s prenajatymi
okruhmi)

= Nevyhody

=Pozn. mnoho zavisi na kontrakte s
providerom

=Nie je vhodny pre Casovo citlivé aplikacie
=VolIP, video
=Negarantuje dorucenie ramcov



Mapovanie adries vo FR

= Ak chce smerovac komunikovat' s inym smerovacom
cez FR

= musi vediet mapovanie lokalnej DLCI (L2 adresa) na L3 IP
adresu suseda

= Realizacia
= Dynamicky
= INARP (inverse ARP)
= Smerovac zisti IP adresu suseda z DLCI adresy VC

= Smerovac posiela cez vSetky svoje VC inARP spravy
= Z odpovedi vytvara tabulku mapovana L3 IP na L2 DLCI

= LMI (Local Management Interface)
= Statické mapovanie
= Manualne zadame aké IP adresy mapovat do akého DLCI VC
= Pouzitie:
= ak smerovaC na druhej strane FR mrac¢na nepodporuje inARP
= Pri topoldgii Hub and Spoke, kde smerovace nie su priamo susedia






LMI (Local Management Interface)

Signalny standard medzi DTE a Frame Relay prepinaCom (DCE)
= Doplneny do FR neskor
= Sluzi na dynamické ziskavanie informacii o stave siete

Funkcie poskytované LMI

= Keepalive mechanizmus
= Zistuje stav spojenia medzi DCE a DTE

= Posielanie dotazov kazdych 10s
= Ak nedostanem odpoved, spojenie je down

= Pouziva aj inArp na mapovanie DLCI a IP

LMI rozSirenia
= Stavovy mechanizmus
= Aké VC su k dispozicii
= Multicast komunikacia pripojenych
= Priradenie globalneho vyznamu pre DLCI
= |nac je defaultne lokalne (per hop sa meni)
= Jednoduché riadenie toku

Info o LMI show frame-relay Imi



L MI

LMI definuje spravy na komunikaciu medzi DTE a DCE

LiSia sa implementacie LMI (druhy)
= Cisco
= Ansi
= ANSI standard T1.617 Annex D

= Q933a
= |TU standard Q933 Annex A

Podla druhu LMI sa meni vyuzitie niektorych DLCI (max1024)

Konfiguracia LMI, ak je potrebna
frame-relay Imi-type [cisco | ansi | q933a]

Konfiguracne musi byt rovnaky typ na oboch stranach spojenia
= t.j. DTE smerovac a FR prepinacC
= od Cisco IOS v11.2 je druh LMI zisteny automaticky
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Konfiguracia FR




Konfiguracia FR — nevyhnutné ukony

= Nastavenie enkapsulacie

I Nastavenie enkapsulacie
Switch(config)#int serial 0/0/0
Switch(config-i1f)#encapsulation frame-relay

= Konfiguracia dynamického alebo statického mapovania

= Defaultne je spustené LMI, ktoré vyuziva inArp
= Vypnutie LMl — no keepalive
= Vypnutie iINnARP - no frame-relay inverse-arp
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Zakladna konfiguracia,

LMI a iInARP
podporované




Zakladné prikazy

I Specifikacia rozhrania
Router(config)# interface serialO

I Zadefinovane enkapsulacie
Router(config-1t)# encapsulation frame-relay [cisco | ietf]

1zadefinovanie BW pre smerovaci protokol
Router(config-1t)# bandwidth value-in-kbps

Ipopis rozhrania
Router(config-i1Tt)# description text

Ivolitelne, od 12.1 autosence
1Zadefinovanie LMI a druhu LMI
Router(config-i1f)# frame-relay Imi-type [ansi | cisco | q933a]

I Staticke mapovanie IP na DLCI
Router(config-i1f)# frame-relay map <protocol> <address> <DLCI> [broadcast]

I Nastavenie lokalneho DLCI ) )
Router(config-1t)# frame-relay interface-dlici DLCI num




Konfiguraca smerovacov — DTE konce
FR cloud

Incoming int DLCI | Outgoing int DLCI

S1/4 102 S1/5 201

$1/5 201 S1/4 102
Lavy(config)#interface Serial1/0
Lavy config-i1f)# 1p address 1.0.0.1 255.255.255.252
Lavy(config-i1t)# encapsulatlon frame-relay
Lavy(config-i1f)#no shut
Pravy(config)#interface Seriall1/0
Pravy(config-i1t)# 1p address 1.0.0.2 255.255.255.252
Pravy(config-i1ft)# encapsulation frame-relay
Pravy(config-if)#no shut




Overenie konfiguracie — DTE smerovac

Lavy#sh 1int s 1/0
Seri1all/0 is up, line protocol is up

Hardware i1s M4T

Internet address i1s 1.0.0.1/30

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation FRAME-RELAY, crc 16, loopback not set

Keepalive set (10 sec)

Restart-Delay i1s O secs

LMl eng sent 92, LMI stat recvd 92, LMI upd recvd O, DTE LMI up

LMI enq recvd 0O, LMI stat sent O, LMI upd sent O

LMI DLCI 1023 LMI type is CISCO frame relay DTE

Broadcast queue 0/64, broadcasts sent/dropped 1/0, interface broadcasts O

Last input 00:00:07, output 00:00:07, output hang never

Last clearing of "show interface™ counters 00:15:27

Input queue: 0/75/0/0 (size/max/drops/fTlushes); Total output drops: O

Queueing strategy: weighted fair

Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/1/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec

5 minute Input rate O bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
99 packets input, 1928 bytes, 0 no buffer




Overenie konfiguracie — DTE smerovac

Lavy#sh frame-relay map
Seri1all/0 (up): ip 1.0.0.2 dlci 102(0x66,0x1860), dynamic,
broadcast,, status defined, active

Lavy#sh frame-relay pvc
PVC Statistics for interface Seriall/0 (Frame Relay DTE)

Active Inactive Deleted Static
Local 1 0 0 0
Switched 0 0 0 0
Unused 0 0 0 0

DLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriall/0

input pkts 15 output pkts 18 in bytes 1210

out bytes 1662 dropped pkts O in pkts dropped O
out pkts dropped O out bytes dropped O

in FECN pkts O in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O

out bcast pkts 3 out bcast bytes 102

5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
pvc create time 00:38:46, last time pvc status changed 00:37:46




Konfiguraca smerovaca ako FR prepinac

FR cloud

DLCI
102

Ikonfiguracia FR prepinania
FR(config)#frame-relay switching

! Konfi gu ré.C_: i a rOZh ran l, Incoming int DLCI | Outgoing int DLCI
FR(config)#int sl1/4 _ S1/4 102 s1/5 201
FR(config-1f)#encapsulation frame-relay S1/4 102
FR(config-1t)#frame-relay intf-type dce
FR(config-i1ft)#clock rate 64000
FR(config-i1ft)#no shut

FR(config-1t)#int s 1/5
FR(config-i1t)#encapsulation frame-relay
FR(config-1f)#frame-relay intf-type dce
FR(config-i1ft)#clock rate 64000
FR(config-i1Tt)#no shut

S1/5 201

IKonfiguracia FR prepinacej mapy

FR(config)#int s 1/4

FR(config-1f)#frame-relay route 102 int s 1/5 201
FR(config-1f)#int s 1/5

FR(config-1f)#frame-relay route 201 interface sl1/4 102



Overenie FR prepinace] mapy

FR#sh frame-relay route

Input Intf Input DIci Output Intf Output DIci Status
Seriall/4 102 Seriall/5 201 active
Seriall/5 201 Seriall/4 102 active




Priklad 2
— Full mesh

FR cloud

Incoming int DLCI

A: DLCI 301
B: DLCI 302

Outgoing int DLCI

S1/4
S1/4

S51/5
S1/5

S$1/3
S§1/3

103
102

201
203

301
302

S1/3
S1/5
S1/4
S§1/3
S1/4
S1/5

301
201

102
302

103
203

Lavy
Lavy

Lavy

Lavy

# 1p ad

S
QQQQ

terface Seriall1/0

dress 1.0.0.1 255.255.255.0
# encapsulation frame-relay
#no shut

Pravy
Pravy
Pravy
Pravy

terface Serial1/0

p address 1.0.0.2 255.255.255.0
# encapsulation frame-relay
#no shut

Horny
Horny
Horny
Horny

=h=h=h=h| | Sh=h=h=h

-I-I-I-I
Q@] | Qo

terface Seriall1/0

p address 1.0.0.3 255.255.255.0
# encapsulation frame-relay
#no shut

A: DLCI 201
C:DLCI 203




Overenie prepinace] mapy

FR#sh frame-relay route

Input Intf Input Dlci Output Intf Output Dlci Status
Seriall/3 301 Seri1all/4 103 active
Seriall/3 302 Seri1all/5 203 active
Seriall/4 102 Seri1all/5 201 active
Seriall/4 103 Seri1all/3 301 active
Seriall/5 201 Seri1all/4 102 active
Seriall/5 203 Seri1all/3 302 active




Overenie konfiguracie — DTE smerovac

Lavy#sh frame-relay map

Seriall/0 (up): ip 1.0.0.2 dlci 102(0x66,0x1860), dynamic,
broadcast,, status defined, active

Seriall/0 (up): ip 1.0.0.3 dlci 103(0x67,0x1870), dynamic,
broadcast,, status defined, active

Lavy#sh frame-relay pvc
PVC Statistics for interface Seriall/0 (Frame Relay DTE)

Active Inactive Deleted Static
Local 2 0 0 0
Switched 0 0 0 0
Unused 0 0 0 0
DLCI = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriall/0
input pkts 15 output pkts 18 in bytes 1210
out bytes 1662 dropped pkts 0 in pkts dropped O
out pkts dropped 0 out bytes dropped 0O
in FECN pkts O in BECN pkts 0O out FECN pkts O
out BECN pkts O in DE pkts 0 out DE pkts O
out bcast pkts 3 out bcast bytes 102

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
pvc create time 00:38:46, last time pvc status changed 00:37:46

DLCI = 103, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriall/0

input pkts 6 output pkts 6 in bytes 554

out bytes 554 dropped pkts 0 in pkts dropped 0O
out pkts dropped 0 out bytes dropped 0O

in FECN pkts O in BECN pkts 0O out FECN pkts O
out BECN pkts O in DE pkts 0 out DE pkts O

out bcast pkts 1 out bcast bytes 34

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
pvc create time 00:12:44, last time pvc status changed 00:07:04
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Konfiguracia statickej
mapy

Vykonavame v pripade nedostupnosti InARP



Konfiguraca smerovacov — DTE konce
FR cloud

Incoming int DLCI | Outgoingint DLCI

Simulujeme
nedostupnost
INARP tak, ze

ho vypneme

S1/4 102 S1/5 201

$1/5 201 S1/4 102
Lavy(config)#interface Seriall1/0
Lavy(config)#ip address 1.0.0.1 255.255.255K.252
Lavy(config)#encapsulation frame-relay
Lavy(config)#no frame-relay inverse-arp
Lavy(config)#no shut
Pravy(config)#interface Seriall1/0
Pravy(config)#ip address 1.0.0.2 255.255.255.252
Pravy(config)#encapsulation frame-relay
Pravy(config)#no frame-relay inverse-arp
Pravy(config)#no shut




Overenie konfiguracie — DTE smerovac

Lavy#ping 1.0.0.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.0.0.2, timeout iIs 2 seconds:

Success rate i1s 0 percent (0/5)

Lavy#sh frame-relay map

Lavy#

InARP je vypnuty, nemam ako zistit adresu suseda



Konfiguracia staticke] mapy

Router(config-it)#frame-relay map protocol protocol-address dlIci fbroadcast11

Pridame mapovanie IP na DLCI do oboch DTE smerovacov
Lavy§config§#interface Seri1al1/0

Lavy(config)#frame-relay map ip 1.0.0.2 102 broadcast
Lavy(config)#no shut

Pravy(config)#frame-relay map ip 1.0.0.1 201 broadcast
Pravy(config)#no shut

Pravygconfﬁg§#interface Seri1all/0

Overenie mapovania

Lavy#sh frame-relay map

Seri1all/0 (up): 1p 1.0.0.2 dlci 102(0x66,0x1860), static,
broadcast,
CISCO, status defined, active

Overenie dostupnosti

Lavy#ping 1.0.0.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/20/40 ms




Vol'ba Broadcast

Lavy(config)#interface Seriall/0
Lavy(config)#frame-relay map ip 1.0.0.2 102 broadcast
Lavy(config)#no shut

*FR je NBMA siet a nepodporuje
zaslelanie broadcastov (aj mcastov) cez
PVC

=Niektore smerovacie protokoly to k Cinnosti
vyzaduju (RIP. EIGRP, OSPF)

*Volba broadcast aktivuje zasielanie bcast a
mcast paketov cez PVC
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Pokrocilejsie
techniky FR




Priklad 3
— Hub and spoke
konf. FR prepinaca

Hub

A: DLCI 401

B

D: DLCI 104

FR#sh frame-relay route

Input Intf

Seriall/3
Seriall/4
Seriall/4
Seriall/4
Seriall/5
Seriall/6

Incoming int DLCI | Outgoing int DLCI
S1/4 103 S1/3 301
S1/4 102 S1/5 201
S1/4 104 S1/6 401
S1/5 201 S1/4 102
S1/3 301 S1/4 103
S1/6 401 S1/4 104
Input DIci Output Intf Output Dlci
301 Seriall/4 103
102 Seriall/5 201
103 Seriall/3 301
104 Seriall/6 401
201 Seriall/4 102
401 Seriall/4 104

Status

inactive
inactive
inactive
inactive
inactive
inactive




Priklad 3 - Hub and spoke - konf. Spoke

smerovacov
A(config-1D)#Int s 1/0 _
A(config-1f)#encapsulation frame—relag
A(config-1f)#iIp add 1.0.0.1 255.255.255.0
A(config-i1T)#no shut
B(config)#int s 1/0 )
B(config-i1f)#encapsulation frame—relag
B(config-i1f)#ip add 1.0.0.2 255.255.255.0
B(config-if)#no shut
C(config)#int s 1/0 ]
C(config-i1ft)#encapsulation frame—relag
C(config-1fH)#i1p add 1.0.0.3 255.255.255.0
C(config-i1f)#no shut
D(config)#int s 170
D(config-i1f)#encap fram
D(config-if)#ip add 1.0.0.4 255.255.255.0
D(config-i1f)#no shut




Aku konektivitu budeme mat’?

A#ping 1.0.0.2

Type _escape sequence to abort. ) )

§?Tg=ng 5, 100-byte ICMP Echos to 1.0.0.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/16/44 ms

A#ping 1.0.0.3 Hub

Type _escape sequence to abort. ) ) u

§?Tg=ng 5, 100-byte ICMP Echos to 1.0.0.3, timeout is 2 seconds: - Konektivita

----- n , , kazdy

Success rate i1s 100 percent (56/5), round-trip min/avg/max = 8/16/36 ms ipéfeym

A#ping 1.0.0.4

Type _escape sequence to abort. ) )

§?Tg=ng 5, 100-byte ICMP Echos to 1.0.0.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/15/40 ms

B#ping 1.0.0.1

Type _escape sequence to abort. ) )

§?Tq=ng 5, 100-byte ICMP Echos to 1.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/40/72 ms

B#ping 1.0.0.3 Spoke

Type _escape sequence to abort. ) ) -Konektivita

Sending 5, 100-byte ICMP Echos to 1.0.0.3, timeout Is 2 seconds: !ensj%ubﬁ

_____ inymi spoke

Success rate is 0 percent (0/5) mgje g

B#ping 1.0.0.4 <
-Kazdy

Type _escape sequence to abort. ) ) spoke

Sending 5, 100-byte ICMP Echos to 1.0.0.4, timeout iIs 2 seconds:

Success rate is 0 percent (0/5)




Kde je problem?

A#sh frame-relay ma
Seri1all/0 (up)éyide.OiO.Z %I%i 182¥Qx68,0x1%60), dynamic,
roadcast,, status defined, active
Seri1all/0 (up)é ipdl.OiO.S %I%i 183¥QX65’0X1%?O)’ dynamic,
roadcast,, status defined, active
Seri1all/0 (up): 1p 1.0.0.4 dlci 104¥Qx68,0x1880), dynamic,
broadcast,, status defined, active

B#sh frame—reiay_mag ) )
Seri1all/0 (up): 1p 1.0.0.1 dlci 201$QxC9,0x3090), dynamic,
broadcast,, status defined, active

C#sh frame—reiay_mag ] )
Ser1all/0 (up): 1p 1.0.0.1 dlci 301(0x12D,0x48D0) ,dynamic,
broadcast,, status defined, active

D#sh frame-relay map ) )
Ser1all/0 (up): 1p 1.0.0.1 dlci 401¥Qx191,0x6410),dynamlc,
broadcast,, status defined, active

= INARP poskytne mapovanie IP na DLCI medzi susedmi
= Spoke smerovace nie su susedia
=Nemam mapovanie ich IP na DLCI



RieSenie — pridat’ statické mapovanie na spoke
smerovace

B(config)#int s 170
B conf!g—!fg#frame—relay map 1.0.0.3 201 broadcast
B(config-1f)#frame-relay map 1.0.0.4 201 broadcast

.
©T

C(config)#int s 170
C conf!g—!fg#frame—relay map 1.0.0.2 301 broadcast
C fig-i1P)#frame-relay map -4 301 broadcast

oo
-

oo
oo

D(config)#int s 170
D conf!g—!fg#frame—relay map
D fig-i1P)#frame-relay map

.
©T

1.0.0.2 401 broadcast
0.0.3 401 broadcast




Overenie — spoke smerovac B

B#sh frame-relay map i i
Ser1all/0 (up): 1p 1.0.0.1 dlci 201¥QXC9,0X3090), dynamic,
i broadcast,, status defined, active i
Seriall/0 (up): 1p 1.0.0.3 dlci 201(0xC9,0x3090), static,

broadcast, i i
CISCO, status defined, active
b

C

ip 1.0.0.4 dlci 201(0xC9,0x3090), static,

roadcast, i i
ISCO, status defined, active

Seri1all/0 (up)

B#ping 1.0.0.1

Type escape sequence to abort. ] )
§?qq=ng 5, 100-byte ICMP Echos to 1.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/26/64 ms
B#ping 1.0.0.3

Type _escape sequence to abort. i i
§?qq=ng 5, 100-byte ICMP Echos to 1.0.0.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 16/32/48 ms
B#ping 1.0.0.4

Type _escape sequence to abort. i i
§?qg=ng 5, 100-byte ICMP Echos to 1.0.0.4, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/30/92 ms




FR problémy s dostupnostou

* FR je NBMA siet

= Pri nasadeni smerovacich protokolov, ktoré pracuju so
Split Horizon

= M6zeme nad FR mat problémy s dostupnostou (Hub and
Spoke topo.).

= SPLIT zabranuje posielanie informacii o danej sieti naucenych z
daného smeru spat cez to isté rozhranie

Ak C _po3le

routing
update_ A, A
ho prijme cez
linku a dané
PVC

A b{ malo
poslat update
svojim
susedom cez
iné_PVC, ale
tu 1stu linku

Split horizon
zablokuje
poslanie update

A: DLCI 301
B: DLCI 302

B: DLCI 102

A: DLCI 201
C:DLCI 103

C:DLCI 203




RieSenie split horizon problému

= VVypnutie split horizon na rozhrani

= Podporuje len IP protokol
= IPX a Apple nie
= Pre RIP je split-horizon automaticky vypnuty

= |[ne riesenie
= Rozdelit' fyzické rozhrania na viac subrozhrani

= Subrozhrania mézu byt typu
= Point-to-point
= split hotizon riesi
= Point-to-multipoint
= split hotizon nerieSi



Topo z prikladu 3

= Pridame LAN siete na kazdy smerovac a zapneme RIP
= A
= LAN 10.0.0.0/8
= fa 0/0: 10.0.0.1
= B:
= LAN 20.0.0.0/8
= fa 0/0: 20.0.0.1
= C:
= LAN 30.0.0.0/8
= fa 0/0: 30.0.0.1
= D:
= LAN 40.0.0.0/8
= fa 0/0: 40.0.0.1



RIP nad FR

B#sh 1p route ] i
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, 1A - OSPF
Iinter area
‘ N;Z— OSPF NSSA external type 1, N2 - OSPF NSSA external
e
ypEl - OSPF external type 1, E2 - OSPF external type 2
1 - 1S-1S, su - IS-1IS5 summary, L1 - 1S-IS level-1, L2 -
1S-1S level-2 i
1a - IS-1IS inter area, * - candidate default, U - per-
user static route i
0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

1.0.0.0/24 1s subnetted, 1 subnets i

1.0.0.0 1s directly connected, Seriall/0
20.0.0.0/8 1s directly connected, FastEthernet0/0
40.0.0.0/8 [120/1] via 1.0.0.1, 00:00:12, Seriall/0
10.0.0.0/8 [120/1] via 1.0.0.1, 00:00:20, Seriall/0
30.0.0.0/8 120/1] via 1.0.0.1, 00:00:20, Seriall/0

D00O0

Routing fréi lebo RIP ma def. Vypnuté split horizon



EIGRP nad FR

A#sh |p route Hub - Q/padato OK
0.0/8 1s variably subnetted, 2 subnets masks

.0.0/24 is directly connected, Seriail

.0.0/8 1s a summary, 00:02:33, NullO

-0/8 90/2172416] via 1.0.0.2, 00:02:12, Seriall/0

.0/8 [90/21724167] via 1.0.0.4, 00:00:36, Seriall/0

.0/8 1s dlrectlg connected FastEthernet0/0

.0/8 [90/2172416] via 1.0.0.3, 00:01:41, Seriall/0

wiglwlwiwle
BN
oo

OOOOI—‘I—‘

OOOOOO

Ip route Spoke — problem siete chybaju
1.0.0.0/8 1s variably subnetted, 2 subnets masks
1.0.0.0/24 is directly connected, Serlaillo

1.0.0.0/8 1s_a summary, 00:05:58, NullO

20.0.0.0/8 1s dlrectlg connected FastEthernet0/0
10.0.0.0/8 [90/2172416] via 1.0.0.1, 00:05:10, Seriall/0

©

Ip route Spoke—problem siete chybaju
1.0.0.0/8 1s variably subnetted, 2 subnets masks
C 1 O 0.0/24 is directly connected, Serlaillo
D 1.0.0.0/8 1s a summary, 00:05: 56 Nul 1O
10.0.0. 0/8 [90/2172416] via 1.0.0.1, 00:05:31, Seriall/0
C 30.0.0.0/8 r1s directly connected, FastEthernetO/O
]

i Spoke — problém, siete chybaju
riably subnetted, 2 subnets, 2 masks
directly connected, Seriali/o

a summar , 00:04:59, NullO

rect g connected FastEthernet0/0

172416] via 1.0.0.1, 00:05:04, Seriall/0

wielwie)
N
o




EIGRP rieSenie — zakaz split horizon na spoke
smerovaci

‘Router(config-iPH)#no ip split-horizon eigrp AS

A(config-1PH)#no i1p split-horizon eigrp 1




EIGRP nad FR —route tab. je kompletna

B#sh ip route

.0.0.0/8 1s variably subnetted, 2 subnets, 2 masks

C 1.0.0.0/24 1s directly connected, Seriall/0
D 1.0.0.0/8 1s_a summary, 00:10:15, NullO
C 20.0.0.0/8 1s directly connected, FastEthernet0/0 _
D 40.0.0.0/8 [90/2684416] via 1.0.0.1, 00:00:05, Seriall/0
D 10.0.0.0/8 [90/2172416] via 1.0.0.1, 00:00:05, Seriall/0
D 30.0.0.0/8 ]90/2684416] via 1.0.0.1, 00:00:05, Seriall/0
C#sh 1p route )

1.0.0.0/8 1s variably subnetted, 2 subnets, 2 masks
C 1.0.0.0/24 1s directly connected, Seriall/0
D 1.0.0.0/8 1s a summary, 00:09:49, NullO )
D 20.0.0.0/8 [90/2684416] via 1.0.0.1, 00:00:39, Seriall/0
D 40.0.0.0/8 190/2684416] via 1.0.0.1, 00:00:39, Seriall/0
D 10.0.0.0/8 [90/2172416] via 1.0.0.1, 00:00:39, Seriall/0
C 30.0.0.0/8 r1s directly connected, FastEthernet0/0

D#sh 1p route ] ]
1.0.0.0/8 1s _variably subnetted, 2 subnets, 2 masks

C 1.0.0.0/24 1s directly connected, Seriall/0

D 1.0.0.0/8 1s a summary, 00:08:44, NullO i

D 20.0.0.0/8 [90/2684416] via 1.0.0.1, 00:00:59, Seriall/0
C 40.0.0.0/8 1s dlrectlg connected, FastEthernet0/0 _

D 10.0.0.0/8 [90/2172416] via 1.0.0.1, 00:00:59, Seriall/0
D 30.0.0.0/8 [90/2684416] via 1.0.0.1, 00:00:59, Seriall/0
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el ddddddddds

<)
FR subrozhrania - A:DLC.?,M

Konf. Smerovaca A (Hub) /,/ C

FR cloud

’
C: DLCI 103

S _
N

S$1/0 @
: DLCI N A: DLCI 20
D: DLCI 104

A: DLCI 401 u
D

config)# interface serial 1/0

config-1t)# no i1p address

config-1T)# encapsulation_frame-relay )
config-1t)# iInterface serial 1/0.102 point-to-point
config-subit)# frame-relay interface-dlci 102
config-subit)# 1p add 192.168.1.1 255.255.255.252
config-subit)# interface serial 1/0.103 point-to-point
config-subit)# frame-relay interface-dlci 103
config-subif)# Ip add 192.168.2.1 255.255.255.252
config-subit)# i1nterface seri1al0.104 point-to-point
config-subit)# frame-relay interface-dlici 104
config-subif)# 1p add 192.168.3.1 255.255.255.252



O0oO00OTO OOOO0O0 WwoWoo

FR subrozhrania
Konf. smerovacov B, C, D
(Spoke)

C: DLCI103

DLCI

config)# interface serial 1/0

config-i1t)# no 1p address

config-i1ft)# encapsulation_frame-relay
config-i1f)# Interface serial 1/0.201 point-to-
config-subif)# 1p add 192.168.1.2 255.255.255.
config-subif)# frame-relay interface-dlci 201
config)# interface serial 1/0

config-1t)# no 1p address

config-i1T)# encapsulation_frame-relay
config-1)# interface serial 1/0.301 point-to-
config-subif)# 1p add 192.168.2.2 255.255.255.
config-subif)# frame-relay interface-dlici 301
config)# interface serial 1/0

config-i1t)# no 1Ip address

config-i1T)# encapsulation_frame-relay
config-1t)# interface serial 1/0.401 point-to-
config-subif)# 1p add 192.168.3.2 255.255.255.
config-subif)# frame-relay interface-dlici 401

FR cloud

D: DLCI104

A: DLCI 301

./'

e

&

C

O 1 N4 DLCI 401
52

oint
52

oint
52

A: DLCI 20

B
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Prikazy

I Info o enkaps a stave rozhrania

sh interface serial 0/0

I Zobrazi FR mapovanie IP a DLCI - InARP

sh frame-relay map

! Zobrazi FR mapovanie 1P a DLCI

sh frame-relay map

I Zobrazi info o PVC

sh frame-relay pvc




Prikazy

I Info o type a stave LMI, DTE, DCE type
A#sh frame-relay Imi

LMI Statistics for interface Seriall/0 (Frame_Relay DTE) LMI TYPE = CISCO
0 Invalid Prot Disc O

Invalid Unnumbered info i
Invalid dummy Call Ref O Invalid Msg Tgﬁ@ 0
Invalid Status M@ssa?e 0 Invalid Lock ift O

Invalid Information ID O Invalid Report IE Len O
Invalid Report Request O Invalid Keep IE Len O

Num Status Enq. Sent 421 Num Status msgs Rcvd 412

Num Update Status Rcvd O Num Status Timeouts 9

Last Full Status Req 00:00:38 Last Full Status Rcvd 00:00:38

I Info o PVC
A#sh frame-relay pvc

PVC Statistics for interface Seriall/0 (Frame Relay DTE)

Active Inactive Deleted Static
Local 3 0 0
Switched 0 0 0 0
Unused 0 0 0 0
DLCI1 = 102, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriall/0
input pkts 202 output pkts 109 in bytes 15070
out bytes 8748 dropped pkts O in pkts dropped O
out pkts dropBed 0 ) out bytes dropped O
in FECN pkts in BECN pkts O out FECN pkts O
out BECN pkts O in DE pkts O out DE pkts O
out bcast bytes 4438

out _bcast_pkts 62 )
5 minute 1nput rate O bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec
pvc create time 01:10:02, last time pvc status changed 01:06:52

DLCI = 103, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriall/0




Prikazy

T Info o konketnom PVC

A#sh frame-relay pvc ?
interface
<16-1022> DLCI o
Output modifiers

<Cr=>
A#sh frame-relay pvc 103
PVC Statistics for interface Seriall/0 (Frame Relay DTE)
DLCI = 103, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE =

Seriall/0
input pkts 188 output pkts 107 in bytes 14288
q out gytes 8500 dropped pkts O in pkts
roppe
oBt Ekts dropped O out bytes dropped O
in FECN pkts in BECN pkts O out FECN pkts
out BECN pkts O in DE pkts O out DE pkts O
out bcast pkts 64 out bcast bytes 4566

5 minute i1nput rate O bits/sec, 0 packets/sec
5 minute output rate O bits/sec, 0 packets/sec
pvc create time 01:12:01, last time pvc status changed 01:06:21




Prikazy

Tdebug udalosti

A# debug frame-relay Imi

Frame Relay LMI debugglng IS on
R#splaylng all Frame Relay LMI data

ar 229:54 . - Seria out): ng, myse , yourseen , up
*M 1 01:29:54.823: S 11/0(out): StE 8 186 185, DTE
*Mar 1 01:29:54.823: datagramstart = Ox2DBOD74, datagramsize = 13
*Mar 1 01:29:54.827: FR encap = OxFCF10309
:Mar % 8%:%8:22'3%;: 00 75 01 01 01 03 02 BA B9
ar 129:54 . :
*Mar 1 01:29:54.839: Seriall/0(in): Status, meeq 186, pak size 13
*Mar 1 01:29:54.839: RT IE 1, fength 1, type
*Mar 1 01:29:54.839: KA IE 3, length 2, yourseq 186, myseq 186
*Mar 1 01:30:04.823: Seriall/0(out): StEng, myseg 187, yourseen 186, DTE up
*Mar 1 01:30:04.823: datagramstart = Ox2DB1274, datagramsize = 13
*Mar 1 01:30:04.823: FR encap = OxFCF10309
*Mar 1 01:30:04.827: 00 75 01 01 01 03 02 BB BA
*Mar 1 01:30:04.827: ) 3 )
*Mar 1 01:30:04.839: SerlaI1/O$|n): Status, meeq 187, pak size 13
*Mar 1 01:30:04.839: RT IE 1, length 1, type
*Mar 1 01:30:04.839: KA IE 3, length 2, yourseq 187, myseq 187

A#undebug all i
All possible debugging has been turned off
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Narast utokov

= White hat

= Hrlada slabiny, informuje doty¢ného, focus i
na zabezpedenie systému. The Increasing Threat of Attackers

= Hacker
= Historicky = programator expert, su¢asnost
= ten €o s snaZzi ziskat neautorizovany
pristup k siet. zdrojom
= Black hat

= Iné pomenovanie osoby, ktora zneuziva
svor; IT vedomosti k prielomu do siete,
systému neautorizovane. Ciefom je €asto
osobny alebo finan¢ny zisk

= Cracker Medium

= VhodnejSi nazov pre osobu, ktora sa snazi
ziskat' pristup neautorizovane za
nevhodnym ucelom

= Phreaker
= Prielom do telefénnej siete (volanie zadara)

= Spammer

B Amounts

High |

NN

Low |
Sophistication of Technical Knowledge
Attacker Tools Needed

= Phisher k l i
= Vyuziva maskaradu za niekoho za uCelom ! :
ziskania citlivych info. 1985 1990 1995 2000 2005 2010

= QOchrana
= Mysli ako utocnik!!



Zranitel'nost’ siete

= Slabé miesta v technoldgiach

= Kazda sietova a pocitacova technologia sama o sebe
obsahuje urcité bezpecnostné problemy.

= Protokoly, zariadenia, OS, a pod.

= Slabé miesta v konfiguracii

= Velku ulohu pri bezpecCnosti sieti zohrava ludsky faktor. Pri
zlom zaobchadzani alebo konfigurovani i tej najbezpecénejsej
technoldgie vznika velké riziko ohrozenia bezpecnosti.

= Nezabezpelené ucty, zlé a chybné konfiguracie apod.

= Slabé miesta v bezpecnostnych zasadach

= NedostatoCne alebo nejasne definovana bezpecnostna politika
Vv sieti

= Nevypracovana bezpecnostna politika, nespisané pravidla,
scenare pri neCakanych udalostiach apod.



Hrozby fyzickej infrastruktury

= Nielen aktivny hacking je problém

= Ale aj riesenie fyzickej bezpecCnosti zariadeni
= Hrozby tykajuce sa hardveéru

= Fyzické poskodenie serverov, smerovacov, a sietovych aktiv.
prvkov

= RieSenie:
= ZabezpecCena uzamknuta miestnost, jej kontrola a monitoring

: Eabebzpeéenie prevadzkového prostredia, prevadzkoveé
rozby

= Teplota (prilis teplo, zima), vihkost, prasnost
= RieSenie:
= cez klimatizaciu serverovni a monitoring spomenutych faktorov
= Zabezpecenie napajania a z toho vyplyvajuce hrozby

= Napatoveé Spicky, prepatia, prepady, Sum, rusenie, interferencie,
strata napajania

= RieSenie:
= generatory, UPS, redundacia napajania a pod.
= Udrzba
= Zlé zaobchadzanie so zariadeniami, rozvodmi, zlé uzemnenia,
slabé znacenie a pod.



Hrozby na sieti

Threats to Networks

<.memet = Unstructured Threats

Internal = Od neskusenych,
Unstructured Threat k’[ory Skﬂéajﬂ
Threat dostupné nastroje

= Structured Threats
= Uto¢nik je
motivovany a vysoko
vyspely

= |[nternal Threats

= Utok od niekoho z
S vnutra siete (ma do
nej autorizovany

pristup)

= External Threats

= Utok z prostredia
mimo firmy




Typy utokov

Prieskum (obhliadka, Reconnaissance)

= Neopravnené odhalovanie, mapovanie a monitorovanie systému, sluzieb _
alebo zranitelnych miest v sieti, rozpoznavanie cielov, odposluch a kradez
informacii.

= Scany (IP, porty), dotazy, sniff (ziskanie informacii or kradez dat)
= Nmap, kismet, nagios, wireshark, dig, nslookup, superscan
Neopravneny pristup

= Ciel ziskat pristup do siete, systému, velmi Casto na rootovské (*nix) alebo
administratorskeé (windows) ucty

= Velmi Casté utoky hrubou silou (brute force), Man in the Middle, port redirect
= Aircrack, airsort, cain and abel, LC4
Odoprenie sluzieb (Denial of Service, DoS)
= Ciel je zablokovat alebo poskodit’ siet’ alebo sluzbu.

= Ping of dead (odstranene), Syn flood, Distribuovany DoS, Smurf Gtoky
(zahltenie linky mnozstvom)

Trojske kone, virusy a €ervy
= Umiestnenie zaskodnickeho kddu na systém



-
Zmiernujuce techniky

= Device Hardening

=Qdstranenie default nastaveni po instalacii
Or umiestneni na sieti

= Antivirus

*A jeho pravidelna aktualizacia

= Osobny firewall

= Aplikacia zaplat (Patch)



-
Zmiernujuce techniky

* Implementacia IDS (Intrusion Detection
System)

= Sietovo orientované monitorovanie (Network
based IDS - NIDS)

= Snort

= Monitorovanie na strane hostitela (host based
monitoring - HIDS)

= Snort

= Implementacia IPS (Intrusion Prevention
System)

= Prelude/Prewikka



Vyhodnocovanie bezpecnostnych postojov
(Security posture assessment, SPA)

b seni = Zabezpecenie (secure)
i e = InStaluj zariadenia, ktoré zvySujd

,-’—"I*‘\‘ uroven zabezpecenia siete

= Firewall so stavovou inSpekciou
a filtrami, IDS/IPS, System
platania dier

= Zakaz nechcené sluzby
= ZabezpeC konektivitu
= VPN, web SSL

= Autorizacia, autentifikacia,
bezpec. Politiky a vynutenie ich
+— | monitorovanie dodrZovania

= Monitorovanie

= Pozorovanie a detekcia
nechcenych aktivit, napr. cez
audit logov, trapov apod.

= Testovanie

zasady
zabezpecenia
siete

inovacia | ~—»

= Kontrola a testovanie )
I stanovenych bezpecnostnych
- opatrni. Napr. penetracne
testovanie testovanie.

= |[novacia a zdokonalenie
(Improve)
= Pridavanie, zdokonalovanie a

aktualizacia bezpec€nostnych
opatreni (podla potreby).



Definovanie bezpecnostnej politiky

What Is a Security Policy?

"A security policy is a formal statement of the rules by which people who are given access
to an organization's technology and information assets must abide."

(RFC 2196, Site Security Handbook)

Functions of a Security Policy

———————————————————————————
« Protects people and information
+ Sets the rules for expected behavior by users, system administrators, management,
and security personnel
+ Authorizes security personnel to monitor, probe, and investigate
+ Defines and authorizes the consequences of violations




Zasady zabezpecenie siete

Podla SANS Institute (http://www.sans.org)

Formul&cia pravomoci a rozsahu pravidiel
- Definuljge garanta bezpecnostnych pravidiel a uvadza akych oblasti bezpeCnosti siete sa
pravidla tykaju.
Zasady pristupného chovania

= Tieto zasady Specifikuju aké chovanie voci internej informacnej infrastruktdre bude
povolené alebo zakazanée.

Zasady identifikacie a autentifikacie

= Definuje mechanizmus (spésob), ktory bude zabezpecovat, Zze k datam sa dostanu len
skutoCne opravneni jednotlivci.

Zasady pristupu k internetu
= Definuje, €o je z hladiska internej siete moralne (etické) a spravne pouzitie internetu.
Zasady pristupu v internej sieti

= Spobsob, akym mbzu pouzivatelia v internej sieti pracovat' s internou datovou
infrastruktarou.

Zasady vzdialeného pristupu
= Spbsob, akym mozu v internej datovej infrastrukture pristupovat vzdialeni pouzivatelia.

Postupy pri vzniku bezpecnostného incidentu

= Popisuje vytvorenie bezpecnostného timu prie rieSenie incidentov a postupy, ktorymi sa
bude tento tim riadit behom zisteného incidentu a po riom.



Urovne zabezpeéenia siete

= Otvorené zasady zabezpecenia
= Povolené vsetko, Co nie je vyslovene zakazané.
= Jednoducha konfiguracia i sprava.
= Jednoducha obsluha pre pouzivatelov siete.

= Restriktivne zasady zabezpecenia
= Konfiguracia a sprava je komplikovanejsia.
= Obsluha je tazsSia pre pouzivatelov siete.
= VVznikaju vyssSie naklady na zabezpecenie siete.

= Uzavreté zasady zabezpecenia
= NajobtiaznejSia konfiguracia i sprava.
= NajobtiaznejSia obsluha pre pouzivatelov siete.
= VVysokeé financné naklady na zabezpecenie siete.
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Smerovace su cielom utokov

Routers Are Targets . Smerovaée SL’J Ciel,om
192.168.20.0 /24 209.165.200.224 /27 Uto kOV

= Ziskanie pristupu a konf.
S0/0/1

192.168.20.1 /24 D t _I
T_---------MO ) etailov
10.1.1.2 /30 10:2,2.1 /30

192.168.20.254 /24 DCE\ R2connec;s o the u Kom prom |tovan |e

Internet. As a gateway to b | i k
S0/0/0 — a private network, it is a ta u Ie
Wbz N\ |G = Routing, ARP

= Zmena konfigu

192.168.30.2 /24 . Preto myS|i na:

192.168.30.0 /24 . FYZICké Za beZpeéenie
smerovaca

= Update 10S
= Zalohovanie konf. a IOS

= Vypnutie sluzieb a
portov ktoré nie su
potrebné

192.168.10.1 /24 192.168.30.1 /24

192.168.10.2 /24

192.168.10.0 /24

192.168.10.10 /24 192.168.30.10 /24




Zabezpecenie smerovacov

Steps to safeguard a router:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.
Step 6.

Manage router security

Secure remote administrative access to routers
Logging router activity

Secure vulnerable router services and interfaces
Secure routing protocols

Control and filter network traffic




Krok 1- Zakladné zabezpecenie

= Vyber silné heslo
= Male a velké znaky, Cislice, Specialne znaky, dizka
= Sifruj hesla
" service password-encryption
= Zabezpec pristup k privilegovanému rezimu
»enable secret StrAsn2-dIhE%1 tl1ZKE h2slo
= Vynut minimalnu diZku hesla
» security passwords min-length DLZKA

= Pouzi autenfikacnu DB

= Local
= ysername Student secret ciISsco

= TACACS



Konfiguracia SSH pristupu

Switch(config)#username Meno password Heslo

I Domena musi byt zadefinovana

Switch(config)#ip domain-name pepe.sk

Switch(config)#crypto key generate rsa

The name for the keys will be: Switch.pepe.sk

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modullus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 512
% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]

Switch(config)#ip ssh version 2

111 1 0:1:9.780: %SSH-5-ENABLED: SSH 1 has been enabled
Switch(config)#line vty 0 15
Switch(config-line)#transport input ssh
Switch(config-line)#login local

I Ssh timeout v sec (doba neaktivity)

Switch(config)#ip ssh time-out 15

I Ssh login auth retries

Switch(config)#ip ssh authentication-retries 2




Krok 2- Zabezpecenie pristupu na
smerovac

Vyluc telnet, pouzi SSH

Zakaz logovanie na AUX
R(config)#line aux O
R(config-l1ne)#no password
%login disabled , until “password’” i1s set
R(config-line)#login

Zabezpec vty (napr. povol len ssh)
R(config)#line vty 0 15
R(config-line)#no transport input
R(config-li1ine)#transport input ssh

A aplikuj ACL
R(config-line)#ip access class CISLO

A aplikuj dobu neaktivity
R(config-li1ine)#exec-timeout min sec
R(config-1ine)#login
R(config-line)#security authentication failure rate 2 log



Krok 2- Zabezpecenie pristupu na
smerovac

= AAA

Aaa new-model
Aaa authentication login LOKALNA DB local

line vty 0 15
login authentication LOKALNA DB



Krok 3 - Logovanie aktivit

= Musime mat sietovu sluzbu

= Napr. syslog server
= Free Kiwi Syslog Server by SolarWinds

Router(config)# logging IP_ADRESA SERVERA
Router(config)# logging trap SEVERITY LEVEL

Severity Level Keyword Description
0 emergencies System unusable
i 1 alerts Immediate action required

arﬁggé‘%VO 2 critical Critical conditions

Sprav 3 errors Error conditions
4 wamings Warning conditions
5 notifications Mormal but significant condition
G informational Informational messages

v 7 debugging Debugging messages




Cas (najma spravny) je délezity!!!!

I Pridaj casovu znacku pre debug spravy ] ]
Router(config)# service timestamps debug datetime msec localtime
show-timezone

! Pridaj casovu znacku pre log spravy i i
Router(config)# service timestamps log datetime msec localtime
show-timezone

debug Indicates that the timestamp should be applied to debugging messages.

log Indicates that the timestamp should be applied to system logging
messages.

uptime Time stamp with the time since the system was rebooted. The time
stamp format for uptime is HHHH:MM:SS.

datetime Time stamp with the date and time. The time stamp format for datetime
is MMM DD HH:MM:SS.

msec (Optional) Include milliseconds in the time stamp.

localtime (Optional) Time stamp relative to the local time zone.

year Include the year in the datetime format.

show-timezone |[(Optional) Include the time zone name in the time stamp.

Predpoklada sa spravny lokalny &éas (NTP?) !111



Krok 4 -
Spustene

sluzby na
smerovacoch

ako

potencionalne
zdroje hrozby

Cisco Discovery Protocol

(CDP)

TCP small servers
UDP small servers
Finger

HTTP server
BOOTP server
Configuration auto-
loading

IP source routing
Proxy ARP

IP directed broadcast

Classless routing
behavior

IP unreachable
notifications

IP mask reply

IP redirects

NTP service

Simple Network
Management Protocol

Domain Name Service

Proprietary Layer 2 protocol
between Cisco devices.

Standard TCP network services:
echo, chargen, and so on.

Standard UDP network services:
echo, discard, and so on.

UNIX user lookup service, allows
remote listing of users.

Some Cisco |08 devices offer
web-based configuration.

Service to allow other routers to
boot from this one.

Router will attempt to load its
configuration via TFTP.

IP feature that allows packets to
specify their own routes.

Router will act as a proxy for
Layer 2 address resolution.

Packets can identify a target LAN
for broadcasts.

Router will forward packets with
no concrete route.

Router will explicitly notify
senders of incorrect IP
addresses.

Router will send an IP address
mask of the interface in response
to an ICMP mask request

Router will send an ICMP redirect
message in response to certain
routed IP packets.

Router can act as a time server
for other devices and hosts.

Routers can support SNMP
remote query and configuration.

Routers can perform DNS name
resolution.

Enabled
>=11.3: disabled

11.2: enabled
>=11.3: disabled

11.2: enabled
Enabled

Varies by device
Enabled
Disabled
Enabled
Enabled

==11.3: enabled

Enabled

Enabled

Disabled

Enabled

Enabled (if NTP is
configured)

Enabled

Enabled
(broadcast)

_ Feature Description Default Recommendation I

CDP is almost never needed;
disable it.

This is a legacy feature; disable it
explicitly.

This is a legacy feature; disable it
explicitly.

Unauthorized persons do not
need to know this; disable it.

If not in use, explicitly disable;
otherwise, restrict access.

This is rarely needed and may
open a security hole; disable it.

This is rarely used; disable it if it is
not in use.

This rarely-used feature can be
helpful in attacks; disable it.

Disable this service unless the
router is serving as a LAN bridge.

Directed broadcast can be used
for attacks; disable it.

Certain attacks can benefit from
this; disable it unless your net
requires it.

Can aid network mapping;
disabled on interfaces to
untrusted networks.

Can aid IP address mapping;
explicitly disable on interfaces to
untrusted networks.

Can aid network mapping; disable
on interfaces to untrusted
networks.

If not in use, explicitly disable;
otherwise, restrict access.
If not in use, explicitly disable;
otherwise, restrict access.

Set the DNS server address
explicitly, or disable DNS.



Krok 4 - Prikazy na zakaz niektorych
sluzieb

I Small services such as echo, discard, and chargen
Router(config)#no service tcp-small-servers
Router(config)#no service udp-small-servers

Ivypni BOOTP i
Router(config)#no 1p bootp server

lvypni Finger _ )
Router(contig)#no service finger

Ivypni HTTP i
Router(config)#no 1p http server

Ivypni SNMP
Router(config)#no snmp-server

Ivypni CDP
Router(config)#no cdp run

lvypni remote tftp configuration
%Error opening tftp://255.255.255.255/3620.cfg (Socket error)
Router(config)# no service config

IVypni Source routing
Router(config)#no 1p source-route

Ivypni Classless routing
Router(config)#no i1p classless




Krok 4 - Prikazy na zakaz niektorych
sluzieb

Ivypni DNS ak nie je potr@bn¥
Router(config)#no 1p domain-Tookup

I Per iInterface
Ivypni proxy ARP i
Router(config-1f)#no 1p proxy-arp

Ivypni smerovy bcast i
Router(config-i1f)#no i1p directed-broadcast

Ivypni ICMP presmerovanie
Router(config-i1fH)#no ip redirect

Ivypni ICMP destination unreachble
Router(config-i1f)#no i1p unreachables

http://www.cisco.com/en/US/docs/i10s/12_ 3/ipaddr/command/reference/ipras_r.html



Krok 5 - Zabezpecenie smerovacich
protokolov

= Dva utoky na smerovanie

= Disruption of peers
= PreruSenie komunikacie

= Falsification of routing information
= 1. Redirect traffic to create routing loops
= 2. Redirect traffic so it can be monitored on an insecure link
= 3. Redirect traffic to discard it

= Pouzi smerovacie protokoly, ktoré ponukaju
zabezpecenie updatov, napr. cez MD5

*RIPV2, EIGRP, OSPF, IS-IS, a BGP podporuju MD5
autentifikaciu

= Ochrana voci odsnifovaniu, a podsunutiu faloSnych
smerovacich informacii

= Man in the middle, routing loops



Kontrola, kam budu posielané updates

= Neposielaj updates do sieti kde nie je treba

= Nastav passive vSetky a potom explicitne povoluj len tie
rozhrania kde treba

R(config)#router rip

Inapr. Zakaz updates vsade
R(config-router)#passive interface default

' Povoluj per rozhrania )
R(config-router)#no passive interface serial 0/0




Zabezpecene smerovacich protokolov

I RIP

I klucenka _ i

Router(config)#key chain RIP_KLUC
Router(config-keychain)#key 1 i

Router conflg—keychaln—key¥#key—str|ng HESLO

gouter(config—if)#int s 1/0

Routergconfig—if #1p rip authentication mode md5
Router(config-i1H)#i1p rip authentication key-chain RIP_KLUC

I EIGRP

Router(config)#key chain EIGRP_KLUC
Router(config-keychain)#key 1 i

Router conflg—keychaln—key¥#key—str|ng HESLO

Router(config-i1ifH)#int s 1/0 _ ) )
Router(config-i1f)#ip authentication mode eigrp AS md5
Router(config-i1f)#ip authentication key-chain eigrp AS EIGRP_KLUC

1 OSPF
Routergconfig)#router ospf CISLO PROCESU i
Router(config-router)#area 0 authentication message-digest

Router(config-iH)#int s 1/0 i
Router(config-i1H)#i1p ospf message-digest-key 1 md5 HESLO
Router(config-i1H)#i1p ospf authentication message-digest




AUto secure

= Vhodné pre zakaznikov bez hlbSich vedomosti
o IT bezpecCnosti a zabezpecCeni smerovacov

* Rozumej nas...zatial

= Sluzi na rychle zabezpecCenie smerovaca

'Router# auto secure ?

Tirewall AutoSecure Firewall

forwarding Secure Forwarding Plane

full Interactive full session of AutoSecure
login AutoSecure Loglin

management Secure Management Plane

no-1nteract Non-iInteractive session of AutoSecure
Nt AutoSecure NTP

SS AutoSecure SSH

<Cr>




Router#auto secure . _
-—- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of
the router, but it will not make it absolutely reSistant
to all security attacks ***

AutoSecure will modify the configuration of your device.

All configuration changes will be_shown. For a detailed }
explanation of how_the configuration changes enhance security
and any possible side_effects, please refer to Cisco.com for
Autosecure documentation.

At any prompt you may enter "?° for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

Is this router connected to internet? Eno]; ¥es
Enter the number of interfaces facing the internet [1]:

Interface IP-Address OK? Method Status Protocol
Seriall/0 1.0.0.1 YES manual up _ _ ) up
Seriall/l unassigned YES unset administratively down down

Enter _the interface name that is Tacing the internet: Serial 1/0
Invalid interface name ) ) } )
Enter the interface name that is facing the internet: Seriall/0

Securing Management plane services...

Disabling service finger

Disabling service pad

Disabling udp_& tcp small servers._
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out

Disabling the cdp protocol
Disabling the bootp server
Disabling the http server_
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access_to device. Modify it to suit your
enterprise requirements.

Authorized Access only )
This _system is the property of So-&-So-Enterprise.
UNAUTHORIZED ACCESS TO THIS_DEVICE IS PROHIBITED.
You_must have explicit permission to access this
device. All activities_performed on this_device
are logged. Any violations of access policy will result
in disciplinary action.

Enter the security banner {Put the banner between

k and k, where k 1s any character}:

k Access den¥!_k ) )

Enable secret is either not configured or
. Otput omitted ...




Cisco Router and Security Device Manager
(SDM)

= ZjednodusSuje konfiguraciu a manazment
smerovacov

= Je to web GUI néstroi, podporovany mnozstvom cisco
|OS releases a modelov zariadeni

= 0d Cisco 830 Series do Cisco 7301

= Preinstalovany na novych Cisco 850 Series, Cisco 870 Series,
Cisco 1800 Series, Cisco 2800 Series, and Cisco 3800 Series
integrated services routers

= Zjednodusena konfiguracia technik ako dynamické
smerovanie, WAN access, WLAN, firewall, VPN, SSL
VPN, IPS, and QoS
= Musi byt stiahnuty a nainstalovany
= Ako? Popis na http://nil.uniza.sk



Cisco SDM

£ Cisco Router and Security Device Manager (SDM): 192.168.2.1

File Edit View Tools Help

Configuration Overview

@ Home , Configure ﬁ hanitar o Q Q ‘? ' I L I he
j Refrezh Save Search Help CIsSCO
Hardware Moare ... Software More ...
Model Type: Cisco 3640 105 Version: 12.4(12)
Available | Total Memory(MB): B1M128 MB SDM Version: 25
Cisco 3640 Total Flash Capacity: amMB
(¥ & & & &

| Wiy Running Config |

‘5- Interfaces and Connections

Total Supported LAN:
Configured LAN Interface:
DHCP Server:

2g Firewall Policies

IPSec (Site-to-Site):
Xauth Login Required:
Ho. of DMVPN Clients:

Ho. of Static Route:
Dynamic Routing Protocols:

= Up (1)

0
Mone

' Down (0)
Total Supported VWAN:
Total WAN Connections:

GRE over IPSec:
Easy VPN Remote:
No. of Active VPN Clients:

Active Signatures:
No. of IPS-enabled Interfaces:
SDF Version:

Security Dashboard

00:28:09 UTC Fri Mar 01 2002 é‘




Sprava IOS
T > [

+ Confirm size of update +  Shut down unused interfaces
« Test terminal to router communication +« Back up running configuration and Cisco 105
* Plan update for quiet time image to TFTP

+  Execute file transfers
+ Test update function and bring up shutdown
interfaces

Cisco 10S Integrated File System (IFS).

! Zobrazi podporovane file systemy na smerovaci
Router#sh File systems
File Systems:
Size(b) Free(b) Type Flags Prefixes
- - opaque rw archive:
— — opaque rw  system:
57336 55068 nvram rw nvram:
- - opaque rw  null:
- - network rw  tftp:
* 16777212 0 flash rw  flash:
- — flash rw slotO:
- - opaque wo  syslog:
- - opaque rw  xmodem:
- - opaque rw  ymodem:
- - network rw rcp:
- - network rw  pram:
- - network rw  Ftp:
- - network rw  http:
- - network rw  scp:
- - network rw  https:
- - opaque ro cns:




sw 2950T kis#dir

Directory of flash:/

2  —-rwx
5.3.WC.1.bin
-rwx

4 drwx

83 -rwx
166 -rwx
167 -rwx
164 -rwx

5 -rwx

22 _EA8a.bin
84 drwx

82 -rwx
457 -rwx
87 -rwx

1674921

110
4160
1048
1411

840

110

3117954

64
301
77
3275

7741440 bytes total (1129984

1993

1993
1993
1993
1993
1993
1993
1993

1993
1993
1993
1993

00:05:59

14:47:-46
14:50:56
03:01:22
05:10:11
10:20:09
14:51:40
14:-50:04

00:00:16
14:55:09
03:01:22
03:01:22

bytes free)

c2950-c3h2s-mz.120-

info

html _

multiple-fs

start

vlan.dat

info.ver
c2950-169412-mz.121-

crashinfo

env_vars )
private-config.text
config.text

sw_2950T kis#cd nvram:
sw_2950T kis#pwd

nvram:/

sw 2950T kis#dir

Directory of nvram:/

27 -rw-
28 ———-
1 -rw-

32768 bytes

3275

77
0

total (28340 bytes free)

<no date> startup-con
<no date> private-con
<no date> 1flndex-tab

f
f
I

ig
19
e




Preto zadlohovanie a kopirovanie
command source-url: destination-url:

A A T

One of system:, nvram:,
tftp:

One of system:, nvram:, tftp:

Command: copy

ﬁSBXMthe running configuration from RAM to the startup configuration in

R2# copy running-config startup-config )
R2# copy system:running-config nvram:sStartup-config

Copy the running configuration from RAM to a remote location:
R2# copy running-config tftp:
R2# copy systemZrunning-config tftp:

Copy a configuration from a_remote source to the running configuration:
R2# copy tftp: running-config )
R2# copy tftp: system:Irunning-config

Copy a configuration from a remote source to the startup configuration:
R2# copy tftp: startup-config )
R2# copy tftp: nvram:startup-config




Mennée konvencie pri I0OS

c1 ?41 -ipbase-mAz.123-1 4.T7.bin

Feature set - |IP Base Version number -
12.3(14)T7
Platform - Cisco 1841 ISR File format - m (runs in RAM) File extension -
z (compressed or "zipped") binary executable
= (C1841 HW platforma = Mz - 10S je komprimovany a bezi v RAM
= Ipbase - Specifikuje vlastnosti IOS = 12.3-14.77 - Cislo verzie 10S.
" IPbase — zakladny IP internetworking = Bin — |OS je binarne vykonavatelny subor
= Iné moZznosti
= |- |P feature set
= | - Enterprise feature set (all protocols)

= s - Designates a PLUS feature set (extra queuing, manipulation,
or translations)

= 56i - Designates 56-bit IPsec DES encryption
= 3 - Designates the firewall/IDS
= k2 - Designates the 3DES IPsec encryption (168 bit)

= Mz - 10S je komprimovany a bezi v RAM
= 12.3-14.T7 — Gislo verzie |0S.
= Bin = 10S je binarne vvkonavatelny subor



IOS backup na TFTP

= Skontroluj dostupnost servera

Sw#ping 172.16.255.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.255.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/54/132 ms

= Skontroluj meno IOS

sw#sh flash
Directory of flash:/
2  -rwx 1674921 Mar 01 1993 00:05:59 +00:00 c2950-c3h2s-mz.120-5.3_.WC.1.bin

= VVykonaj zalohovanie
= Copy run tftp

= Volne dostupneé TFTP servery
= TFTPd32
= SolarWinds


http://tftpd32.jounin.net/

Obnova zmazaného I0OS

= Cez sief

= Tftpdnld

= rommon 1 > set
PSl1=rommon ! >
ggg?_FlLE:02600—jk9035—mz-122—29-bin
IP_ADDRESS=10.10.104.10
IP_SUBNET MASK=255.255.255.0
DEFAULT GATEWAY=10.10.104_.4
IFIP_SERVER:10-10-104-4
RET 2 RTS=
BS1=0
RET_2 RCALTS=

= Zdroje:
= Google
= http://nil.uniza.sk/node/89
= Cez console
= xmodem
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